My Account Multi-factor Authentication (MFA)
Initial setup

1. Accessthe My Accountlogin page from

enbridgegas.com and click SIGN IN. Sign in to your Register for an online
account ageount

Click SIGN IN to access My Account from onfine
ur security enhanced sign in page.

By signing into My Account you agree to
the Enbridge Gas Tarms of Use.

Siill not convinced? Learn about

all the features

REGISTER NOW

2. Signinwith your My Account username
and paSSWOI’d_ ENBRIDGE My Account

Sign In

Username

Password

B Remember me

Need help signing in?

3. Addaphone number to allow you to
unlock your account using SMS - this
is optional —you can still unlock your
account using your email address.
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4. Choose a picture as your security image
that will appear on the login page next
time you login. Click Create My Account.

5. Youwill be presented withapop up to
enable MFA or skip MFA set up.

a. Click Skip MFA to continue to My
Account without setting up multi-factor
authentication.

i. You can enable MFA anytime inthe
Manage My Account tab.

b. Click Enable MFA to activate
multi-factor authentication for
your account.

Note: You can enable MFA anytimein
the Manage My Account tab.
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Welcome to Enbridge Gas,

Create your Enbridge Gas account

0 Add a phone number for resetting your password or unlocking your
account using SMS

Create My Account

Secure your account

Q

=

Enable multi-factor authentication

Multi-factor authentication enhances the security of your
account by using a secondary device to verify your identity.
This prevents anyone but you from accessing your account,
even if they know your password. For more information about
MFA, please visit https://www.enbridgegas.com/residential/my
account/mfa

Enable MFA




6. Awindow will display confirming that you
have activated MFA.

a.Click Complete MFA Set Up to
complete the setup of your MFA
options, you will be logged out.

b. Click the X to continue to My Account
and complete MFA setup the next time
you login.

7. Click Backto Signintologbackin.

8. Signinwith your My Account username
and password.
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MFA Successfully Activated

al

Thanks! You have activated Multi Factor Authentication (MFA).

Click the Complete MFA Set up button below to sign in again
and choose your authentication options.

If you close this window, you can complete MFA set up the
next time you sign into My Account

Complete MFA Set Up

HOME

SIaN ouT

Thanks for stopping by!

Back to Sign In

You are now logged out

ENBRIDGE. My Account

Sign In

Username
|

Password

Need help signing in?




9. You will be presented with a list of
multi-factor authentication options.

0 Okta Verify

ENBRIDGE My Account

Set up multifactor authentication

push notification sent to the

Setup

Google Authenticator
Enter single-use code from the

mobil

Setup

SMS Authentication

Enter a single-use code sent to your

Setup

Email Authentication
Enter a verification code sent to your

ema

Setup

10. Click the links below to view step by step instructions for each authentication type.

Setting up email authentication
Setting up SMS Authentication (text)
Setting up Google Authenticator

Setting up Okta Verify
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https://www.enbridgegas.com/-/media/Extranet-Pages/residential/myaccount/MFA-for-MyAccount/My-AccountMFAemailauthenticationFACT85x11.ashx?rev=e3c57f48bf754a8090b9b826cfdc8d60&hash=142598D3C6AC86E794254B10A18E6323
https://www.enbridgegas.com/-/media/Extranet-Pages/residential/myaccount/MFA-for-MyAccount/My-AccountMFASettingupSMSAuthenticationFACT85x11.ashx?la=en&rev=6ddaca1f9b06432e8999a42eabeea20b&hash=4C5E01FFDD6190B92E0214FDAA6B0FF0
https://www.enbridgegas.com/-/media/Extranet-Pages/residential/myaccount/MFA-for-MyAccount/My-AccountMFASettingupGoogleAuthenticatorFACT85x11.ashx?rev=21a5332c2ae94dcc8daf27dff120b86b&hash=27DA19F74CAA5B28150C84795850E651
https://www.enbridgegas.com/-/media/Extranet-Pages/residential/myaccount/MFA-for-MyAccount/My-AccountMFASettingupGoogleAuthenticatorFACT85x11.ashx?rev=21a5332c2ae94dcc8daf27dff120b86b&hash=27DA19F74CAA5B28150C84795850E651
https://www.enbridgegas.com/-/media/Extranet-Pages/residential/myaccount/MFA-for-MyAccount/My-AccountMFASettingupOktaVerifyFACT85x11.ashx?rev=de1ff394a637477a8abab80afd381768&hash=EC68EF5CDD12A0032CA0D3BB712F61C0

